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2 Theoretical Background

2.1 Fundamentals

For comparing different signals there exist several methods. We can either directly
compare two (or more) different signals by, e. g., calculating the mutual information,
Bit Disagreement Probability (BDP) or cross—correlation function, or we can compute
the entropy of both signals and contrast them.

2.1.1 Entropy

Entropy measures the uncertainty of a random variable and was firstly described by
Shannon in his fundamental paper in 1948 [36]. Let us assume we have a random
variable X and its correspondent alphabet X. Additionally, the probability for a
random variable z; € X’ to occur is denoted as p(z;).

Definition 2.1 (Entropy) The entropy H(X) of a discrete random wvariable X is
given as

H(X) == p(x)log p(z). (2.1)

reX

Usually the logarithm is to base 2 and the unit of entropy is bits. We see that the
content of x is completely irrelevant, whereas we only need know to the probability
of that variable to occur.
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3 Simulation
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3.1 Some Stuff
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(b) Signal distribution after quantizing. Plots are shifted for readability reasons; the only symbols
produced by the quantizer are 0, 1, 2, and 3.

Figure 4.1: Value distribution of each signal.

4 Evaluation

4.1 Comparing Signal Properties
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Figure 4.1 shows the value distribution of the signals at the source and after
quantization.
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A Appendix

SHA-512: Constants

Table A.1: Constants used during the calculation of a SHA-512 hash value.

Constant  Value (hexadecimal)
Ky 428a2f98d728ae22
Ky 7137449123ef65cd
K b5c0fbecfecdd3b2f
K e9b5dbab8189dbbc
Ky 3956¢25b£348b538
K5 59f111f1b605d019
K 923f82a4af194f9b
K5 ablcbedb5da6d8118
Ky d807aa98a3030242
Ky 12835b0145706fbe
Ko 243185be4eedb28c
K 550¢7dc3d5ffbde2
Ko 72bebd74£27b896f
K13 80debl1fe3b1696b1
Ky 9bdc06a725c71235
Kis c19bf174c£692694
Ky e49b69c19ef14ad?2
Ky efbed786384f25e3
Kig 0fc19dc68b8cdbbb
Kyg 240calcc77ac9c65
Koo 2de92c6£592b0275
Ko 4a7484aa6eabe483
Koo 5cb0a9dcbd41fbd4
Kog 76£988da831153b5
Koy 983eb5152ee66dfab
Koy a831¢c66d2db43210
Kog b00327c898fb213f
Koy bf597fc7beefOeesd
Kog ¢6e00bf33da88fc2
Kog d5a79147930aa725

Constant  Value (hexadecimal)
K3 06ca6351e003826f
K31 142929670a0e6e70
Kso 27b70a8546d22ffc
Kss 2e1b21385c26c926
K3y 4d2c6dfcbacd42aed
Kjss 53380d139d95b3df
Ksg 650a73548baf63de
K7 76620abb3c77b2a8
K3sg 81c2c92e47edaceb
Ksg 92722¢851482353b
Ky a2bfe8aldcf10364
K 281a664bbc423001
Kyo c24b8b7040£89791
Kys c76¢51a30654be30
Kyy d192e819d6ef5218
Kys d699062455652910
Kyg £40e35855771202a
Ky 106aa07032bbd1b8
Kys 1924c116b8d2d0c8
Kyg 1e376c085141abb3
Kso 2748774cdf8eeb99
Ks1 34b0bcb5e19b48a8
Kso 391¢c0cb3c5c95a63
K3 4edBaa4ae3418ach
Ksy 5b9ccadf7763e373
K55 682e6f£3d6b2b8a3
Ks¢ 748f82eebdefb2fc
Ks7 78a5636£43172f60
Kss 84c87814a1f0ab72
Ksg 8cc702081a6439%ec



Table A.2: Constants used during the calculation of a SHA-512 hash value. (Cont.)

Constant  Value (hexadecimal) Constant  Value (hexadecimal)
Ko 90befffa23631e28 Kqo 113£9804bef90dae
K1 a4506cebde82bde9 K7 1b710b35131¢c471b
Kgo bef9a3f7b2c67915 K7 28db77£523047d484
K3 c67178£2e372532b Kqs 32caab7b40c72493
Kgy ca273eceea26619c Kry 3c9ebelalbc9bebe
Kgs d186b8c721c0c207 Kos 431d67c49¢100d4c
Kgp eada7dd6cdeleble Krg 4ccbd4bechb3e42b6
Kgr £57d4f7feebed178 Ko 597£299cfc657e2a
Kigs 06f067aa72176fba Krg bfcb6fab3ad6faec
Ko 0a637dc5a2c89826 Kog 6c44198c4ad75817

SHA-512: Initial Hash H©

Table A.3: Initial hash value for SHA-512.

Hi(o) Value (hexadecimal)

H”  6209e667£3bcc908
H"  bb672e8584caa73b
H” 3c6ef372fe94£82b
H"  a54ff53a5£1d36£1
H"”  510e527fade682d1
1" 9b05688c2b3ebelt
H”  1£83d9abfba1bd6b
H"  5be0cd19137¢2179

SHA-512: Algorithm

Algorithm A.1 shows the complete algorithm for calculating the hash digest of a
message that is split into MM, ..., M®) blocks according to Section ?7.

Algorithm A.1 SHA-512

Require: Message blocks M) to M®Y) e M
Ensure: SHA-512 hash value H of M




1: fori=1to N do
2:  Prepare message schedule W;:

W, — MY, 0<t<15
o1 (Wi—2) + Wiz + 00 (Wi—15) + Wi, 16 <t <79

3:  Initialize working variables a,b, ¢, d, e, f, g, h with (i — 1)5* hash value:

a= Héi_l)
b=HIY
c= HQ(FD
d=H{
e= Hffl)
F— HD
g = HGD
h=H{""

=

for t =0 to 79 do
Calculate, whereas T1,T» are temporary words:

(Al

Ty = h+X1(e) + x(e, f,9) + Kt + Wi,
T = Eo(CL) + Y(a,b, C)

h=yg
g=1f
f=e
e=d+1T)
d=c
c=b
b=a
a="1T1 +1Ts

6: end for



7. Compute the i*® intermediate hash value H®:

HY = a+HJY
HY = p+ Y
HY = c+ HY Y
HY = d+H{™"
HY =c+ H{TY
Héi) _ f+H§i_1)
A = g+ I
2D = b+ g™

8: end for
9: Concatenate the intermediate hash values of the N*!" round to the output hash:

o o s




B Acronyms

BDP Bit Disagreement Probability
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